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A b s t r a c t  
T he f irewall is a cru cial comp onent in the d ef ense mechanisms of  ev ery network  that is 
connected  to the I nternet.  I n this chap ter we shall f irst su rv ey what f irewalls are,  what it 
means f or them to be “ statef u l” ,  and  why this is imp ortant to the org aniz ation’ s secu rity.  
T hen we shall g o into some more ad v anced  material:  H ow f irewalls work  “ u nd er the hood ” ,  
how p oorly conf ig u red  typ ical f irewalls are,  why sp oof ing  attack s are so d if f icu lt to combat 
at the f irewall,  and  f inally we d iscu ss some recent research d irections concerning  f irewall 
manag ement.  

1. Introduction 

T he I nternet is lik e a system of  road s that transp ort p ack ets of  d ata f rom one comp u ter 
network  to another,  u sing  the T C P ( T ransmission C ontrol Protocol) / I nternet Protocol ( I P)  
p rotocol su ite.  H owev er,  not all I P traf f ic is welcome ev erywhere.  M ost org aniz ations need  
to control the traf f ic that crosses into and  ou t of  their network s:  to p rev ent attack s ag ainst 
their comp u ter systems,  to p rev ent attack s orig inating  f rom their network  ag ainst other 
org aniz ations,  to p rev ent attack s orig inating  f rom insid e of  the org aniz ation ag ainst other 
p arts of  the org aniz ation [ insid er threat - i. e.  an emp loyee in F inance trying  to g et into the 
H u man R esou rces Dep artment network ] ,  and  to conf orm with v ariou s p olicy choices.  T he 
f irewall is the p rimary control p oint f or these task s.  I t is typ ically the f irst f iltering  d ev ice that 
sees I P p ack ets that attemp t to enter an org aniz ation’ s network  f rom the ou tsid e,  and  it is 
typ ically the last d ev ice to see an ex iting  p ack et.  I t acts lik e the secu rity g u ard  at the 
entrance to a bu ild ing :  I t is the f irewall’ s j ob,  u sing  the policy it is conf ig u red  to u se,  to 
mak e a f iltering  d ecision on ev ery p ack et that crosses it:  either to let it pa s s ,  or to d r op it.   

 
I n ord er f or the f irewall to p erf orm its j ob,  sev eral conf licting  issu es need  to be ad d ressed :  



1. T h e  f i r e w a l l  m u s t  b e  a b l e  t o  observe all the traffic:  O b v i o u s l y ,  a  f i r e w a l l  c a n n o t  
c o n t r o l  t r a f f i c  t h a t  b y p a s s e s  i t . 

2 . T h e  f i r e w a l l  m u s t  b e  a b l e  t o  d ifferen tiate b e t w e e n  v a r i o u s  t y p e s  o f  t r a f f i c ,  a n d  
a p p l y  t h e  a p p r o p r i a t e  f i l t e r i n g  d e c i s i o n s . 

3 . T h e  f i r e w a l l  m u s t  w ork  fast e n o u g h  s o  t h a t  i t  d o e s  n o t  b e c o m e  a  b o t t l e n e c k . 
 

Observe all traffic 

T o  a d d r e s s  t h e  f i r s t  i s s u e ,  a  f i r e w a l l  n e e d s  t o  b e  p l a c e d  a t  a  chok e p oin t o n  t h e  n e t w o r k ,  
t h r o u g h  w h i c h  a l l  c o n t r o l l e d  t r a f f i c  h a s  t o  t r a v e l . I n  a  t y p i c a l  s e t u p  t h e  f i r e w a l l  i s  c o n n e c t e d  
t o  t h e  c o m m u n i c a t i o n  l i n e  g o i n g  t o  t h e  o r g a n i z a t i o n ’ s  I n t e r n e t  S e r v i c e  P r o v i d e r  ( I S P ) . I f  t h e  
o r g a n i z a t i o n  i s  l a r g e ,  w i t h  m u l t i p l e  I n t e r n e t  c o n n e c t i o n s ,  t h e r e  s h o u l d  b e  a  f i r e w a l l  a t t a c h e d  
t o  e a c h  c o n n e c t i o n . T h e  o n l y  w a y  t o  e n s u r e  t h a t  u n a u t h o r i z e d  t r a f f i c  c a n n o t  b y p a s s  t h e  
f i r e w a l l  i s  b y  a n  a d m i n i s t r a t i v e  p o l i c y ,  t h a t  f o r b i d s  a d d i n g  I n t e r n e t  c o n n e c t i o n s  w i t h o u t  
a u t h o r i z a t i o n .   
 
D ifferen tiate 

T h e  f i r e w a l l  m u s t  b e  a b l e  t o  d i s t i n g u i s h  b e t w e e n  p a c k e t s  t h a t  c o n f o r m  t o  t h e  c o r p o r a t e  
p o l i c y  ( a n d  s h o u l d  b e  l e t  t h r o u g h ) ,  a n d  t h e  r e s t  ( w h i c h  s h o u l d  b e  d r o p p e d ) . F o r  t h i s ,  t h e  
p o l i c y  n e e d s  t o  b e  e n c o d e d  i n  a  l a n g u a g e  t h a t  t h e  f i r e w a l l ’ s  s o f t w a r e  c a n  u n d e r s t a n d . T h i s  
e n c o d i n g  i s  u s u a l l y  d o n e  v i a  a  s e q u e n c e  o f  ru les t h a t  d e s c r i b e  v a r i o u s  c a s e s . T h e  
s e q u e n c e  o f  r u l e s  i s  u s u a l l y  c a l l e d  a  ru le-base. A  r u l e -b a s e  h a s  t o  h a v e  a  p o l i c y  d e c i s i o n  
f o r  e v e r y  p o s s i b l e  t y p e  o f  p a c k e t  t h e  f i r e w a l l  w i l l  e v e r  e n c o u n t e r :  t h i s  i s  u s u a l l y  d o n e  b y  
l i s t i n g  a l l  t h e  s p e c i a l  c a s e s ,  f o l l o w e d  b y  a  c a t c h -a l l  d e f a u l t  r u l e . T h e   d e f a u l t  r u l e  s h o u l d  
i m p l e m e n t  a  s a f e  s t a n c e  o f  “ w h a t  i s  n o t  e x p l i c i t l y  a l l o w e d  s h o u l d  b e  d r o p p e d ” :  a l m o s t  a l l  
f i r e w a l l s  h a v e  s u c h  a  d e f a u l t  “ o u t  o f  t h e  b o x ” ,  b u t  s o m e  e x c e p t i o n s  d o  e x i t s  – i n  w h i c h  
c a s e  t h e  a d m i n i s t r a t o r  n e e d s  t o  a d d  a  s a f e  d e f a u l t  r u l e  m a n u a l l y . 
E a c h  r u l e  m a k e s  r e f e r e n c e  t o  v a l u e s  t h a t  d i s t i n g u i s h  o n e  p a c k e t  f r o m  a n o t h e r . T h e  
c o m m o n  m atch field s i n  f i r e w a l l  r u l e s  r e f e r  t o  a  p a c k e t ' s  s o u r c e  a n d  d e s t i n a t i o n  I P  
a d d r e s s e s ,  p r o t o c o l ,  a n d  s o u r c e  a n d  d e s t i n a t i o n  p o r t  n u m b e r s . T h e s e  a r e  f i e l d s  t h a t  
a p p e a r  i n  a  p a c k e t ’ s  I P  h e a d e r ,  o r  i n  t h e  T C P / U D P  h e a d e r s  a s  a p p r o p r i a t e . H o w e v e r ,  
s o m e  f i r e w a l l s  l o o k  d e e p e r  i n t o  t h e  p a c k e t ,  a n d  a r e  a b l e  t o  i n t e r p r e t  t h e  s e m a n t i c s  o f  
s p e c i f i c  p r o t o c o l s  l i k e  S M T P  ( e m a i l ) ,  H T T P  ( w e b  b r o w s i n g )  e t c . M o s t  f i r e w a l l s  a r e  a l s o  
c a p a b l e  o f  f i l t e r i n g  b a s e d  o n  a  p a c k e t ' s  d irection :  w h i c h  n e t w o r k  i n t e r f a c e  c a r d  t h e  
p a c k e t  i s  c r o s s i n g ,  a n d  w h e t h e r  t h e  p a c k e t  i s  c r o s s i n g  t h e  i n t e r f a c e  f r o m  t h e  n e t w o r k  i n t o  
t h e  f i r e w a l l  ( " i n b o u n d " )  o r  v i c e  v e r s a  ( " o u t b o u n d " ) .  
M o s t  f i r e w a l l s  i m p l e m e n t  first-m atch sem an tics:  T h i s  m e a n s  t h a t  t h e  f i r e w a l l  t r i e s  t o  
m a t c h  a  p a c k e t  a g a i n s t  a l l  t h e  r u l e s  i n  t h e  r u l e -b a s e ,  i n  s e q u e n c e . W h e n  i f  i t  f i n d s  t h e  f i r s t  
r u l e  t h a t  t h a t  m a t c h e s  a l l  t h e  m a t c h  f i e l d s  i n  t h e  p a c k e t ,  i t  s t o p s ,  a n d  m a k e s  t h e  f i l t e r i n g  
d e c i s i o n  a c c o r d i n g  t o  t h a t  r u l e . T h e r e f o r e ,  m o r e  s p e c i f i c  r u l e s  n e e d  t o  b e  l i s t e d  h i g h e r  u p  
i n  t h e  r u l e -b a s e . 

W o rk  fast 

P a c k e t  m a t c h i n g  i n  f i r e w a l l s  i n v o l v e s  m a t c h i n g  o n  m a n y  f i e l d s  f r o m  t h e  T C P ,  U D P ,  a n d  I P  
p a c k e t  h e a d e r  . W i t h  a v a i l a b l e  b a n d w i d t h  i n c r e a s i n g  r a p i d l y ,  v e r y  e f f i c i e n t  m a t c h i n g  
a l g o r i t h m s  n e e d  t o  b e  d e p l o y e d  i n  m o d e r n  f i r e w a l l s ,  t o  e n s u r e  t h a t  t h e  f i r e w a l l  d o e s  n o t  
b e c o m e  a  b o t t l e n e c k . T h e r e  i s  a n  i n h e r e n t  t r a d e o f f  b e t w e e n  s p e e d  a n d  d i f f e r e n t i a t i o n  
c a p a b i l i t i e s :  a  f i r e w a l l  t h a t  l o o k s  d e e p e r  i n t o  e a c h  p a c k e t  s p e n d s  m o r e  t i m e  o n  i t . T h e  



standard solution, that practically all firewalls adopt, is to start with the basic five fields 
( protocol num ber, source and destination I P  addresses, and source and destination port 
num bers) .  T he advantag e of these five fields is that they are in fix ed positions in the 
pack et headers, their contents are standardiz ed and sim ple, and they describe a pack et 
fairly well:  the I P  addresses show where the pack et is g oing  and where it’ s com ing  from , 
and the com bination of protocol and port num bers show what the pack et is trying  to 
achieve.  T he com bination of protocol and port num bers is called a service:  F rom  a 
firewall’ s perspective, the H T T P  service is defined by protocol= T C P , destination port= 8 0 , 
and any source port.  B eyond these five basic fields, there is a g reat variability between 
vendors and config uration choices, since look ing  deeper into the pack ets is service-
dependent and often com putationally ex pensive.  C om m on solutions offload the service 
dependent filtering  to additional dedicated m achines that are situated behind ( or nex t to)  
the firewall:  e. g . , an e-m ail filter that scans for viruses, an http filter that strips J ava applets 
and m al-form ed U R L s, etc.   

2. Basic Packet Filtering 

What is it? 

M ost first g eneration firewalls used ba sic p a ck et  f il t erin g .  B asic pack et filtering  m eans 
that  

1 .  T he firewall k eeps no st a t e.  T he filtering  decision is m ade separately for every 
pack et, and does not tak e into account any earlier decisions m ade on related 
pack ets.  

2 .  T he filtering  decision is based only of the five basic fields:  S ource and 
D estination I P  addresses, P rotocol, and S ource and D estination P ort num bers 
( for protocols that have port num bers) .  

T he typical actions that a basic pack et filter can tak e are:  
1 .  P ass:  let the pack et throug h  

2 .  D rop:  do not forward the pack et.  N o indication is sent back  to the sender.  

3 .  R ej ect:  S am e as D rop, ex cept that a special I C M P  pack et is sent back  to the 
sender inform ing  it that the pack et was filtered.   

I n addition, it is usually possible to l o g  the action:  write an entry in a log  file with the details 
of the pack et, the decision, the rule that caused the decision, etc.  L og g ing  is very useful for 
debug g ing , and for identifying  concentrated attack s.  H owever, log g ing  should be used 
with care, as it can be very ex pensive:  disk -write rates are orders of m ag nitude slower 
than network  transm ission rates.  W hen the network  is subj ected to a D enial-of-S ervice 
( D oS )  attack , and the firewall is bom barded with pack ets that are being  dropped, the 
firewall itself m ay crash under the load if it attem pts to log  too m any of the pack ets.  
B asic pack et filtering  can still be found in free firewalls lik e iptables/n etf ilter  [ N et]  
and I P F ilter  [ I P F ]  in their standard config uration, and also in routers that im plem ent 
access-lists.  H owever, such “ pure”  pack et filters are becom ing  rare:  n etf ilter  can be 



used with the conntrack m o dul e whic h is sta tef ul ,  a n d C isc o  p r o v ides a dd-o n  m o dul es 
tha t m a k e their  a c c ess c o n tr o l  l ists sta tef ul  a s wel l .  

Limitations of basic packet filtering 

M o st o f  the usef ul  I n ter n et ser v ic es a r e b i-dir ec tio n a l :  da ta  is sen t f r o m  o n e c o m p uter  to  
a n o ther ,  a n d r esp o n ses ( return traffic)  a r e sen t b a c k .  T his is a l wa y s the c a se f o r  T C P -
b a sed ser v ic es – a t the v er y  l ea st,  ev er y  T C P  p a c k et m ust b e a c k n o wl edg ed b y  its 
r ec ip ien t.  F o r  the sa k e o f  sim p l ic ity ,  in  this sec tio n  we sha l l  f o c us o n  T C P  tr a f f ic .  O b v io usl y ,  
f o r  a  b i-dir ec tio n a l  ser v ic e to  wo r k  c o r r ec tl y ,  b o th tr a f f ic  dir ec tio n s ha v e to  b e a l l o wed to  
c r o ss the f ir ewa l l .   
T he c o m b in a tio n  o f  p a c k ets g o in g  in  b o th dir ec tio n s is c a l l ed a  T C P  fl o w .  T her e is a l wa y s 
o n e en dp o in t ( c o m p uter )  tha t in itia tes a  f l o w ( sen ds the f ir st p a c k et)  – this en dp o in t is 
c a l l ed the cl ient,  a n d the o ther  is c a l l ed the s erv er.  A  T C P  f l o w is c ha r a c ter iz ed b y  f o ur  
a ttr ib utes:  the I P  a ddr esses o f  the two  en dp o in ts,  a n d the two  p o r ts b ein g  used.  H o wev er ,  
the sp ec if ic a tio n  o f  a  T C P  ser v ic e ty p ic a l l y  o n l y  iden tif ies the destin a tio n  p o r t.  F o r  
ex a m p l e,  a  tel n et c o n n ec tio n  is a l m o st a l wa y s o n  T C P  p o r t 2 3 .  S o  a  ty p ic a l  tel n et server 
l isten s o n  p o r t 2 3 .  H o wev er ,  a  tel n et c l i en t  m a y  use a n y  p o r t n um b er  o n  its en dp o in t – a n d 
ty p ic a l l y ,  this p o r t n um b er  is c ho sen  dy n a m ic a l l y  a t r un  tim e,  a n d is essen tia l l y  
un p r edic ta b l e.  I f  the f ir ewa l l  is a  b a sic  p a c k et f il ter ,  the un -p r edic ta b il ity  o f  the c l ien t’ s p o r t 
n um b er  m a k es it a l m o st im p o ssib l e to  l et the f l o w c r o ss the f ir ewa l l  witho ut in tr o duc in g  
r isk y  side ef f ec ts.  

T o  il l ustr a te the p r o b l em ,  l et us c o n tin ue with the tel n et ex a m p l e.  S up p o se we wa n t to  
a l l o w a  tel n et f l o w b etween  a  c l ien t a t I P  a ddr ess 1 . 1 . 1 . 1  a n d a  ser v er  a t 2 . 2 . 2 . 2 .  A ssum e 
f ur ther  tha t the c l ien t is in side the o r g a n iz a tio n ’ s n etwo r k ,  a n d the ser v er  is o utside.  C l ien t-
to -ser v er  p a c k ets l o o k  l ik e this:  

S o ur c e I P = 1 . 1 . 1 . 1 ,  D estin a tio n  I P = 2 . 2 . 2 . 2 ,  S o ur c e P o r t= N N N ,  D estin a tio n  P o r t= 2 3  

wher e N N N  is a n  a r b itr a r y  n um b er  sel ec ted b y  the c l ien t.  O n  the o ther  ha n d,  r etur n  tr a f f ic ,  
f r o m  the ser v er  to  the c l ien t,  swa p s I P  a ddr esses a n d p o r t n um b er s,  a n d l o o k s l ik e this:   

S o ur c e I P = 2 . 2 . 2 . 2 ,  D estin a tio n  I P = 1 . 1 . 1 . 1 ,  S o ur c e P o r t= 2 3 ,  D estin a tio n  P o r t= N N N  

( f o r  the sa m e p o r t n um b er  N N N ) .  N o w c o n sider  this f l o w f r o m  the f ir ewa l l ’ s p o in t o f  v iew.  
T he p er so n  wr itin g  the r ul es to  a l l o w this f l o w k n o ws the en dp o in ts’  I P  a ddr esses,  a n d 
k n o ws tha t the tel n et p o r t is 2 3 .  B ut she do es n o t k n o w the c l ien t’ s so ur c e p o r t ( N N N ) ,  
whic h is sel ec ted dy n a m ic a l l y  a t r un  tim e.  S o  to  a l l o w b o th dir ec tio n s o f  tr a f f ic  thr o ug h the 
f ir ewa l l ,  she n eeds to  wr ite two  b a sic  f il ter in g  r ul es:  

1 .  P er m it T C P  p a c k ets f r o m  1 . 1 . 1 . 1 ,  to  2 . 2 . 2 . 2 ,  with A n y  so ur c e p o r t a n d destin a tio n  
p o r t 2 3 .  

2 .  P er m it T C P  p a c k ets f r o m  2 . 2 . 2 . 2 ,  to  1 . 1 . 1 . 1 ,  with so ur c e p o r t 2 3  a n d A n y  
destin a tio n  p o r t.  

U n f o r tun a tel y ,  r ul e 2 ,  whic h m a tc hes p a c k ets b a sed o n  their  so ur c e p o r t,  is ex tr em el y  
r isk y .  R em em b er  tha t the so ur c e p o r t is un der  the p a c k et sen der ’ s c o n tr o l .  A n  a tta c k er  o n  
m a c hin e 2 . 2 . 2 . 2  c a n  c r a f t p a c k ets with so ur c e p o r t 2 3 ,  destin a tio n  I P  1 . 1 . 1 . 1 ,  a n d a  
destin a tio n  p o r t o f  his c ho ic e.  P a c k ets c r a f ted this wa y  wil l  c r o ss the f ir ewa l l  b ec a use they  
m a tc h the sec o n d tel n et r ul e – a n d then  a c c ess a  n o n -t el n et  p o r t!  T hus,  we see tha t b a sic  



filter in g  r u les  th a t a r e in ten d ed  to  a llo w  o u tb o u n d  teln et,  a ls o  a llo w  in b o u n d  T C P  o n  any 
d es tin a tio n  p o r t a s  a  s id e effec t.  

T h is  ty p e o f r is k  is  u n a v o id a b le fo r  a  b a s ic  p a c k et filter .  S in c e th e fir ew a ll d o es  n o t k eep  
s ta te,  it d o es n ’ t “ r em em b er ”  w h eth er  a  teln et flo w  is  a lr ea d y  es ta b lis h ed ,  a n d  w h a t s o u r c e 
p o r t n u m b er  th e c lien t s elec ted .  T h u s ,  th e fir ew a ll h a s  to  r ely  o n  s o u r c e-p o r t filter in g  – 
w h ic h ,  a s  w e j u s t s a w ,  is  u n r elia b le a n d  r is k y .  
T h er efo r e,  es s en tia lly  a ll m o d er n  fir ew a lls  g o  b ey o n d  b a s ic  p a c k et filter in g ,  a n d  a r e 
stateful.  S ta teles s  filter in g  c a n  s till b e fo u n d ,  e. g . ,  in  r o u ter s ,  b u t th es e d ev ic es  s h o u ld  n o t 
b e p er c eiv ed  a s  “ r ea l”  fir ew a lls  a n d  s h o u ld  o n ly  b e u s ed  in  r ela tiv ely  s a fe en v ir o n m en ts ,  
s u c h  a s  w ith in  a n  o r g a n iz a tio n ’ s  in ter n a l n etw o r k ,  to  s ep a r a te d ep a r tm en ts  fr o m  ea c h  
o th er .  

3. Stateful Packet Filtering 

What is it? 

T o  a d d r es s  th e lim ita tio n s  o f b a s ic  p a c k et filter in g ,  p r a c tic a lly  a ll th e fir ew a lls  o n  th e m a r k et 
n o w a d a y s  a r e s ta tefu l.  T h is  m ea n s  th a t th e fir ew a ll k eep s  tr a c k  o f es ta b lis h ed  flo w s ,  a n d  
a ll th e p a c k ets  th a t b elo n g  to  a n  ex is tin g  flo w ,  in  b o th  d ir ec tio n s ,  a r e a llo w ed  to  c r o s s  th e 
fir ew a ll.   
T o  d o  th is ,  th e fir ew a ll k eep s  a n  en tr y ,  in  a  c ac h e,  fo r  ea c h  o p en  flo w .  W h en  th e fir s t 
p a c k et o f a  n ew  flo w  is  s een  b y  th e fir ew a ll ( th is  is  th e s o -c a lled  S Y N  p a c k et in  a  T C P  
flo w ) ,  th e fir ew a ll m a tc h es  it a g a in s t th e r u le-b a s e.  I f th er e is  a  r u le th a t a llo w s  th e p a c k et 
a c r o s s ,  th e fir ew a ll in s er ts  a  n ew  en tr y  in to  th e c a c h e.  T h is  en tr y  in c lu d es  b o th  en d p o in ts ’  
I P  a d d r es s es ,  a n d ,  im p o r ta n tly ,  b o th  p o r t n u m b er s .  T h e p o r t n u m b er  in fo r m a tio n  w a s  n o t 
fu lly  k n o w n  w h en  th e a d m in is tr a to r  w r o te th e r u les  – h o w ev er ,  w h en  th e flo w  is  b ein g  s et 
u p ,  b o th  p o r t n u m b er s  a r e k n o w n ,  s in c e th ey  a r e lis ted  in  th e p a c k et’ s  T C P  h ea d er .    
W h en  a  s u b s eq u en t p a c k et r ea c h es  th e fir ew a ll,  th e fir ew a ll c h ec k s  w h eth er  a n  en tr y  fo r  
th e flo w  it b elo n g s  to  a lr ea d y  ex is ts  in  th e c a c h e.  I f th e flo w  is  lis ted  in  th e c a c h e – th e 
p a c k et is  a llo w ed  th r o u g h  im m ed ia tely .  I f n o  s u c h  flo w  ex is ts ,  th en  th e p a c k et is  m a tc h ed  
a g a in s t th e r u le-b a s e,  a n d  is  h a n d led  a c c o r d in g ly .  

W h en  th e flo w  is  to r n  d o w n  ( tr ig g er ed  b y  a  s o -c a lled  F I N  p a c k et) ,  th e fir ew a ll r em o v es  th e 
c a c h e en tr y ,  th er eb y  b lo c k in g  th e flo w .  T y p ic a lly  th e fir ew a ll a ls o  h a s  a  tim eo u t v a lu e:  if a  
flo w  b ec o m es  in a c tiv e fo r  to o  lo n g ,  th e fir ew a ll ev ic ts  th e en tr y  fr o m  th e c a c h e a n d  b lo c k s  
th e flo w .  

T h er efo r e,  w e s ee th a t th e fir s t p a c k et o f a  flo w  effec tiv ely  o p en s  a  h o le in  th e fir ew a ll,  a n d  
th e c a c h e m ec h a n is m  a llo w s  th e r etu r n  tr a ffic  to  g o  th r o u g h  th is  h o le.  

A d v an tag e s o f  state f u l  f il te r in g  

T h e m a in  a d v a n ta g e o f a  s ta tefu l fir ew a ll is  th a t it is  in h er en tly  m o r e s ec u r e.  T h e fir ew a ll 
a d m in is tr a to r  n o  lo n g er  n eed s  to  w r ite b r o a d  ( a n d  in s ec u r e)  s o u r c e-filter in g  r u les  to  a llo w  
th e r etu r n  tr a ffic :  S h e o n ly  n eed s  to  lis t th e a ttr ib u tes  o f th e flo w ’ s  fir s t p a c k et in  th e r u le-
b a s e,  a n d  th e c a c h e m ec h a n is m  ta k es  c a r e o f th e r es t.  T h e h o le th a t is  c r ea ted  is  o n ly  
la r g e en o u g h  fo r  th is  p a r tic u la r  flo w ,  a n d  d o es  n o t in tr o d u c e s id e effec ts .  F u r th er m o r e,  th e 
h o le is  tem p o r a r y :  O n c e th e flo w  is  to r n  d o w n ,  th e h o le is  c lo s ed .  



An additional benefit is that the rule-base is shorter:  A sing le rule is enoug h to desc ribe a 
flow ,  w hereas a basic  p ac k et filter needs 2  rules for the sam e flow .  W riting  and m anag ing  
few er rules m ean less w ork  for the adm inistrator and few er c hanc es to m ak e m istak es.  

F inally ,  this m ec hanism  p rov ides a sig nific ant p erform anc e boost.  W ith ap p rop riate data 
struc tures,  a c ac he look up  c an be m ade v ery  effic iently ,  e. g . ,  by  using  a hash-table or 
searc h tree.  M atc hing  a p ac k et ag ainst the rule-base is usually  a m uc h slow er op eration 
( althoug h,  as w e shall see in the M atc hing  Alg orithm s sec tion,  it does not hav e to be slow ) .  

Limitations of stateful filtering  

An established flow  is allow ed throug h the firew all only  as long  as it has an entry  in the 
c ac he.  T herefore,  if the c ac he entry  is rem ov ed w hile the flow  is still ac tiv e – all rem aining  
traffic  w ill be drop p ed,  and the c onnec tion w ill break .  T his c an hap p en in tw o c om m on 
situations:  

• C ac he table ov erflow :  the c ac he table g row s dy nam ic ally ,  as m ore c onnec tions 
are ac tiv ated c onc urrently .  A firew all p rotec ting  a busy  netw ork  m ay  need to k eep  
hundreds of thousands of established flow s in its c ac he.  I f the firew all does not 
hav e suffic ient m em ory  and the c ac he ov erflow s its c ap ac ity ,  then the firew all w ill 
start ev ic ting  c ac he entries,  c ausing  c onnec tions to drop .  N ote that c ausing  a 
c ac he table ov erflow  c an be a ty p e of “ D enial of S erv ic e ( D oS ) ”  attac k :   I f an 
attac k er floods the firew all w ith c onnec tions,  the firew all w ould drop  leg itim ate 
netw ork  c onnec tions. ]  

• T im e-out too short:  As w e noted abov e,  the c ac he entry  is rem ov ed w hen a flow  
is intentionally  torn dow n – and also if it is inac tiv e for m ore than a c ertain tim e.  I f 
the tim eout p eriod is set too short,  then the c ac he entry  m ay  be ev ic ted sim p ly  
bec ause the flow  w as q uiet for too long .  F irew alls ty p ic ally  hav e sensible default 
v alues for their tim eout p aram eters,  but oc c asionally  a c onnec tion is drop p ed for 
this reason:  a ty p ic al ex am p le is a telnet or ssh c onnec tion,  w hic h sends no traffic  
if the p erson at the term inal stop s ty p ing .  F or this reason,  w ell desig ned ssh 
c lients use the p rotoc ol’ s “ N O O P ”  p ac k ets to k eep  the c onnec tion aliv e ev en if the 
user stop s ty p ing .  T his is a sensible feature for any  p rotoc ol that needs to c ross a 
firew all.  

D y namic  p ort selec tion 

As w e noted before,  a firew all identifies a serv ic e based on the p ort num bers it uses.  
I m p lic it in this m ec hanism  is the assum p tion that the p ort num bers,  at least on the serv er 
side,  are fixed and k now n in adv anc e to the firew all adm inistrator.  U nfortunately ,  this 
assum p tion is not univ ersally  true.   
T here ex ist serv ic es,  w hic h w e shall c all multi-c h a n n e l s e r v ic e s ,  w hic h dy nam ic ally  
selec t both the serv er and c lient p orts num bers.  M ost stream ing  audio serv ic es w ork  this 
w ay ,  and so does the v ery  c om m on F T P  ( file-transfer p rotoc ol) .  A ty p ic al m ulti-c hannel 
serv ic e has a c ontrol c hannel that uses a fix ed p ort num ber ( e. g . ,  T C P  p ort 2 1  for F T P ) .   
W ithin the ap p lic ation-lay er p rotoc ol running  ov er the c ontrol c hannel,  the c om m unic ating  
hosts dy nam ic ally  ag ree on a p ort num ber for a data-c hannel,  ov er w hic h they  transfer the 
bulk  of their data.    
T o sup p ort suc h serv ic es,  the firew all is forc ed to p arse the ap p lic ation-lay er p rotoc ols,  
k eep  additional state for suc h c onnec tions,  and dy nam ic ally  op en the p orts that w ere 



negotiated. This usually means that the firewall vendor needs to add special program code 
to handle each multi-channel service it wishes to support:  it is not something that the 
firewall administrator can add on her own b y adding rules to the rule-b ase. 

4. Matching Algorithms 

 

 

 

A s we saw already,  most modern firewalls are stateful. This means that after the first 
pack et in a network  flow is allowed to cross the firewall,  all sub seq uent pack ets b elonging 
to that flow,  and especially the return traffic,  is also allowed through the firewall. This 
statefulness is commonly implemented b y two separate search mechanisms:  ( i)  a slow 
algorithm that implements the ` ` first match' '  semantics and compares a pack et to all the 
rules,  and ( ii)  a fast state look up mechanism that check s whether a pack et b elongs to an 
ex isting open flow.  
I n many firewalls,  the slow algorithm is a naive linear search of the rule-b ase,  while the 
state look up mechanism uses a hash-tab le or a search-tree. This is the case for the open-
source firewalls pf [ P f]  and i pt a b l e s  /  n e t fi l t e r  [ N et] . N ote that this two-part design 
work s b est on long TC P  connections,  for which the fast state look up mechanism handles 
most of the pack ets. H owever,  connectionless U D P  and I C M P  traffic,  and short TC P  flows 
( lik e those produced b y H TTP  V 1 .0 ) ,  only activate the ` ` slow' '  algorithm,  mak ing it a 
significant b ottleneck . The rest of this section ex plores how this “ slow”  pack et matching 
algorithm.  
H ere is a mathematical way of look ing at the firewall pack et-matching prob lem:  G iven a 
pack et,  find the first rule that matches it on d fields from its header. E very rule consists of 
set of ranges [ l i, r i] for i = 1, … , d,  where each range corresponds to a field in a pack et header. 
The field values are in 0  < =  l i, r i < =  Ui,  where Ui = 2 3 2 -1 for 3 2 -b it I P  addresses,  Ui =  6 5 5 3 5  
for 1 6 -b it port numb ers,  and Ui =  2 5 5  for 8 -b it I C M P  message type or code. N ote that we 
are assuming that the field values are all numeric,  which is reasonab le for header fields 
b ut less so for data within the pack et payload. The numb er of fields to b e matched ( d)  in 
this representation is typically d= 4  ( for TC P ,  U D P ,  and I C M P  protocols)  or d= 2  if the 
matching is limited to I P  addresses when the protocol does not have ( or does not ex pose)  
any port numb ers ( e.g.,  when filtering encrypted I P S ec traffic)   

V iewed this way,  we can give the pack et-matching prob lem a geometric interpretation. 
E ach pack et is a point in d-dimensional space:  each header field corresponds to a 
dimension. E ach rule is now a d-dimensional “ b ox ” ,  and we have N  such b ox es ( rules) ,  
that may overlap each other,  with a higher priority given to b ox es ( rules)  which are listed 
first. U nder this interpretation,  the matching prob lem is now:  find the highest priority b ox  
that contains a given d-dimensional point. 
I t is difficult for people to visualiz e 4 -dimensional space. B ut in 2  dimensions the analogy is 
q uite natural. Think  of a plane,  with the X -ax is corresponding to the source I P  address,  
and the Y -ax is corresponding to the destination I P  address. I n this view,  a rule is a 
rectangle:  all points whose X  value is in some range and whose Y  value is in some other 
range. I f one of the fields is a “ don’ t-care” ,  we j ust end up with a very wide ( or very tall)  

T h i s  s e c t i o n  di s c u s s e s  t h e  i n t e r n a l  a l g o r i t h m i c s  o f  f i r e w a l l s ,  a n d a s s u m e s  s o m e  
m a t h e m a t i c a l  b a c k g r o u n d.  R e a de r s  w h o  a r e  p r i m a r i l y  i n t e r e s t e d i n  u s i n g  a n d 
c o n f i g u r i n g  f i r e w a l l s  m a y  s k i p  t h i s  s e c t i o n .  



rectang l e.  A  ru l e-b as e w i th  N  ru l es  no w  b eco m es  a co l l ecti o n o f  o v erl ap p i ng  rectang l es .  
W h en 2  rectang l es  o v erl ap ,  o ne h i d es  p arts  o f  th e o th er.  N o w  th i nk  o f  al l  th e “ P A S S ”  ru l es  
as  h av i ng  a w h i te co l o r,  and  al l  th e “ D R O P ”  ru l es  as  h av i ng  a b l ack  co l o r.  V i ew ed  f ro m  
ab o v e,  th e f u l l  s et o f  N  rectang l es  s u b d i v i d es  th e p l ane i nto  a p atch w o rk  o f  rectang l es ,  and  
rectang l e f rag m ents  ( th at are j u s t s m al l er rectang l es )  – s o m e w h i te and  s o m e b l ack .  G i v en 
a p arti cu l ar p o i nt,  w i th  s o m e X / Y  co o rd i nates  ( = s o u rce/ d es ti nati o n I P  ad d res s es ) ,  w h i ch  
rectang l e d o es  i t b el o ng  to ,  and  w h at co l o r i s  th at rectang l e?  T h i s  i s  cal l ed  a point-
l oc a tion p ro b l em .  

B es i d es  b ei ng  el eg ant,  th i s  g eo m etri c v i ew  h as  g reat al g o ri th m i c i m p o rtance.  C o m p u ter 
s ci enti s ts  w o rk i ng  i n th e f i el d  o f  co m p u tati o nal  g eo m etry  h av e s tu d i ed  p o i nt-l o cati o n 
p ro b l em s  f o r s ev eral  d ecad es ,  and  h av e co m e u p  w i th  s o m e v ery  ef f i ci ent al g o ri th m s .  
S o m e al g o ri th m s  are l i m i ted  to  2  d i m ens i o ns ,  b u t th ere are al g o ri th m s  th at d eal  w i th  
arb i trary  d -d i m ens i o nal  p ro b l em s  as  w el l .   
U s u al l y ,  th es e al g o ri th m s  h av e tw o  p arts :  T h e f i rs t p art p rep ro ces s es  th e co l o red  
p atch w o rk  p l ane i nto  a d ata s tru ctu re th at s u p p o rts  f as t s earch es .  T h i s  i s  d o ne o nce,  w h en 
th e ru l e-b as e i s  created .  T h e s i z e o f  th e s earch  d ata s tru ctu re o f ten g ro w s  rath er l arg e.  
T h e s eco nd  p art i s  a v ery  f as t l o o k u p  th ro u g h  th e d ata s tru ctu re.  T h e s earch  i s  d o ne o n 
ev ery  p o i nt l o o k u p  q u ery  ( i . e. ,  f o r ev ery  p ack et to  b e m atch ed ) .  U s u al l y  w e d o  no t care s o  
m u ch  ab o u t h o w  l o ng  th e p rep ro ces s i ng  tak es ,  as  l o ng  as  i t i s  “ w i th i n reas o n” .  W h at w e d o  
care ab o u t are ( 1 )  g etti ng  b l az i ng l y -f as t l o o k u p s ,  b ecau s e th e l o o k u p  rate h as  to  b e as  f as t 
as  th e rate o f  arri v i ng  p ack ets ;  and  ( 2 )  th e s i z e o f  th e s earch  d ata s tru ctu re:  i f  i t i s  to o  l arg e 
to  f i t i n m ai n m em o ry ,  th e f i l teri ng  rate w i l l  d ro p  rap i d l y  b ecau s e o f  d i s k  acces s es  o r p ag e 
f au l ts .  

O ne s u cces s f u l  ap p l i cati o n o f  g eo m etri c al g o ri th m s  to  th e f i rew al l  p ack et-m atch i ng  
p ro b l em  can b e f o u nd  i n [R W 0 4 ] .  A s  w e m enti o ned  ab o v e,  s tatef u l  f i rew al l s  h av e a s l o w  
al g o ri th m ,  th at co m p ares  a p ack et to  each  ru l e i n s eq u ence,  and  th en a f as t s tate-l o o k u p  
al g o ri th m  f o r o p en f l o w s .  I n [R W 0 4 ]  th e au th o rs  s h o w  th at ` ` s l o w ' '  al g o ri th m s  d o  no t need  
to  b e s l o w .   T h ey  d em o ns trated  an al g o ri th m  ( cal l ed  G E M ,  f o r G eo m etri c E f f i ci ent 
M atch i ng )  th at d o es  l o o k u p s  i n O ( l o g  N )  ti m e,  and  h as  an O ( N 4)  s earch  d ata s tru ctu re 
s i z e.  M o re i m p o rtantl y ,  th o u g h ,  i s  th at th ey  i m p l em ented  th e al g o ri th m  as  an ex tens i o n to  
th e L i nu x  iptables f i rew al l ,  and  tes ted  i t.  T h ey  s h o w ed  th at,  e. g . ,  o n 5 0 0 0 -ru l e ru l e-
b as es ,  th e d ata s tru ctu re o nl y  reach ed  s o m e 1 3 M B ,  w h i ch  eas i l y  f i ts  i nto  th e m ai n 
m em o ry  o f  m o d ern co m p u ters .  T h ey  rep o rt th at th e G E M  al g o ri th m  s u s tai ned  a m atch i ng  
rate o f  o v er 3 0 , 0 0 0  p ack ets -p er-s eco nd ,  w i th  1 0 , 0 0 0  ru l es ,  w i th o u t l o s i ng  p ack ets ,  o n a 
s tand ard  2 . 4 G H z  P C  ru nni ng  R ed H at L i nu x  9 . 0 .  T h i s  i s  at l eas t 1 0  ti m es  f as ter th an th e 
rate ach i ev ed  b y  th e reg u l ar iptables.  T h e i nteres ted  read er i s  ref erred  to  [R W 0 4 ]  and  
th e ref erences  th erei n f o r f u rth er d etai l s .  

5. Common Configuration Errors 

T h e p ro tecti o n th at f i rew al l s  p ro v i d e i s  o nl y  as  g o o d  as  th e p o l i cy  th ey  are co nf i g u red  to  
i m p l em ent.  O nce a co m p any  acq u i res  a f i rew al l ,  a s y s tem s  ad m i ni s trato r m u s t co nf i g u re 
and  m anag e i t acco rd i ng  to  a s ecu ri ty  p o l i cy  th at m eets  th e co m p any ’ s  need s .  
C o nf i g u rati o n i s  a cru ci al  tas k ,  p ro b ab l y  th e m o s t i m p o rtant f acto r i n th e s ecu ri ty  a f i rew al l  
p ro v i d es  [R G R 9 7 ] .  

N etw o rk  s ecu ri ty  ex p erts  g eneral l y  co ns i d er co rp o rate f i rew al l s  to  b e p o o rl y  co nf i g u red ,  as  
w i tnes s ed  i n p ro f es s i o nal l y  o ri ented  m ai l i ng  l i s ts  s u ch  as  F i rew al l  W i z ard s  [F W W 0 4 ] .  T h i s  



assessment is indirectly affirmed by the success of recent worms and viruses like Blaster 
[ Bla0 3 ]  and S ap p hire [ S ap 0 4 ] ,  which a well-config ured firewall could easily have blocked.   

I n this section we focus on rule sets for C heck P oint’ s F ireW all-1  p roduct 
( www. checkp oint. com) ,  and sp ecifically,  on 1 2 p ossible misconfig urations that would allow 
access beyond a typ ical corp oration’ s network security p olicy.  

Rule-s et  c o m p lex i t y  
F irewall administrators are intuitively able to classify a rule set as “ comp licated”  or 
“ simp le” .  T o q uantify this intuition into a concrete measure of comp lex ity,  [ W ool0 4 a]  
sug g ests the following  measure of rule-set comp lex ity:   

RC = Rules + Objects + Interfaces(Interfaces-1 ) / 2 ,  
where R C  denotes rule comp lex ity,  R ules denotes the raw number of rules in the rule set,  
O bj ects denotes the number of network obj ects,  and I nterfaces denotes the number of 
interfaces on the firewall.  T he rationale for this measure is as follows:  counting  the number 
of rules is obvious;  A dding  the number of obj ects is useful because a C heck P oint rule can 
refer to a g reat number of network obj ects ( subnets and g roup s of these)  which 
sig nificantly increase its comp lex ity;  F inally,  if the firewall has i interfaces then the number 
of different interface-to-interface p aths throug h the firewall is i( i-1 ) / 2 ,  and the number of 
p aths increases the comp lex ity of the rule-base.  

W h i c h  C o n f i g ur a t i o n  E r r o r s  t o  c o un t ?  
T o q uantify the q uality of a firewall config uration,  we must define what constitutes a 
config uration error.  I n g eneral,  the definition is subj ective,  since an accep table p olicy for 
one corp oration could be comp letely unaccep table for another.  [ W ool0 4 a]  counted as 
errors only those config urations that rep resented violations of well-established industry 
p ractices and g uidelines [ Z C C 0 0 , C BR 0 3 ] .  N ote that these are not the only dang erous 
config uration mistakes an administrator may make – many others are p ossible.  T he mis-
config urations listed here should only serve as a b a s e l in e  of thing s to avoid,  rather than an 
ex haustive list.  T he following  1 2 items counted as config uration errors:  

1 .  N o  s t e a l t h  r u l e .  T o p rotect the firewall itself from unauthoriz ed access,  it is 
common to have a “ stealth”  rule of the form:  “ F rom anywhere,  to the firewall,  with any 
service,  drop . ”  T he absence of such a rule to hide the firewall counted as a 
config uration error.   

2-4 .  C h e c k  P o in t  im p l ic it  r u l e s .  Besides the reg ular user-written rules,  the C heck 
P oint F ireW all-1  G U I  has several checkbox es that p roduce imp licit rules.  T hese rules 
control both the I nternet’ s domain name service ( D N S ) ,  sep arately over T C P  and 
U D P ,  and the I nternet control messag e p rotocol ( I C M P ) .  H owever,  the imp licit rules 
are very broad,  basically allowing  the service at hand from anywhere to anywhere.  
S ince D N S  is one of the most attacked services [ S A N S 0 3 ]  writing  narrow,  ex p licit 
rules for it is more secure.  L ikewise,  with any-to-any I C M P ,  attackers can scan the 
internal net and p rop ag ate worms like N achi/ W elchia.  E ach of the three p ossible 
imp licit rules—D N S -T C P ,  D N S -U D P ,  and I C M P —counted as one error.  
5 .  I n s e c u r e  f ir e w a l l  m a n a g e m e n t .  A ccess to the firewall over insecure,  
unencryp ted,  and p oorly authenticated p rotocols—such as telnet,  ftp ,  or x 1 1 —
counted as one error.  



6. Too many manag e me nt  mac h i ne s . F i r e w a l l s  s h o u l d  b e  m a n a g e d  f r o m  a  
s m a l l  n u m b e r  o f  m a c h i n e s . A l l o w i n g  m a n a g e m e n t  s e s s i o n s  f r o m  m o r e  t h a n  f i v e  
m a c h i n e s  w a s  c o u n t e d  a s  a  c o n f i g u r a t i o n  e r r o r . W h i l e  t h i s  t h r e s h o l d  i s  s o m e w h a t  
s u b j e c t i v e ,  m o s t  e x p e r t s  a g r e e  t h a t  i t  i s  r e a s o n a b l e .  
7 . E x t e r nal  manag e me nt  mac h i ne s . A n  e r r o r  w a s  c o u n t e d  i f  m a c h i n e s  o u t s i d e  
t h e  n e t w o r k ’ s  p e r i m e t e r  c o u l d  m a n a g e  t h e  f i r e w a l l . T h e  p r e f e r r e d  w a y  f o r  
a d m i n i s t r a t o r s  t o  m a n a g e  t h e  f i r e w a l l  f r o m  h o m e  i s  f r o m  t h e  “ i n s i d e ”  t h r o u g h  a  v i r t u a l  
p r i v a t e  n e t w o r k . 

8 . N e t B I O S  s e r v i c e . N e t B I O S  i s  a  s e t  o f  s e r v i c e s  t h a t  M i c r o s o f t  W i n d o w s  
o p e r a t i n g  s y s t e m s  u s e  t o  s u p p o r t  n e t w o r k  f u n c t i o n s  s u c h  a s  f i l e  a n d  p r i n t e r  s h a r i n g . 
T h e s e  f r e q u e n t l y  a t t a c k e d  s e r v i c e s  a r e  v e r y  i n s e c u r e  [ S A N S 0 3 ] . A l l o w i n g  a n y  
N e t B I O S  s e r v i c e  t o  c r o s s  t h e  f i r e w a l l  i n  a n y  d i r e c t i o n  c o u n t e d  a s  a n  e r r o r . 

9 . P or t map p e r / R e mot e  P r oc e d u r e  C al l  s e r v i c e . T h e  p o r t m a p p e r  d a e m o n  
a s s i g n s  T C P  p o r t s  t o  i m p l e m e n t  R P C  s e r v i c e s ,  a  U n i x  m e c h a n i s m  t h a t  h a s  a  l o n g  
h i s t o r y  o f  b e i n g  i n s e c u r e . A m o n g  o t h e r  s e r v i c e s ,  R P C s  i n c l u d e  t h e  N e t w o r k  F i l e  
S y s t e m  p r o t o c o l ,  w h i c h  p o t e n t i a l l y  e x p o s e s  a l l  t h e  o r g a n i z a t i o n ’ s  f i l e  s y s t e m . A l l o w i n g  
t r a f f i c  t o  t h e  p o r t m a p p e r  ( T C P  o r  U D P  o n  p o r t  1 1 1 )  c o u n t e d  a s  a n  e r r o r . 

1 0 . Z one -s p anni ng  ob j e c t s . A  C h e c k  P o i n t  n e t w o r k  o b j e c t  i s  a  n a m e d  d e f i n i t i o n  o f  
a  s e t  o f  I P  a d d r e s s e s . Z o n e -s p a n n i n g  o b j e c t s  i n c l u d e  a d d r e s s e s  t h a t  r e s i d e  o n  m o r e  
t h a n  o n e  “ s i d e ”  o f  t h e  f i r e w a l l —f o r  e x a m p l e ,  s o m e  I P  a d d r e s s e s  i n t e r n a l  t o  t h e  f i r e w a l l  
a n d  o t h e r s  e x t e r n a l . N o t e  t h a t  a  f i r e w a l l  w i t h  m o r e  t h a n  t w o  i n t e r f a c e s  h a s  m o r e  t h a n  
j u s t  a n  i n s i d e  a n d  a n  o u t s i d e  – e a c h  i n t e r f a c e  d e f i n e s  a n o t h e r  “ s i d e ” . Z o n e  s p a n n i n g  
o b j e c t s  c a u s e  m a n y  u n i n t e n d e d  c o n s e q u e n c e s  w h e n  u s e d  i n  f i r e w a l l  r u l e s . F o r  
e x a m p l e ,  w h e n  a d m i n i s t r a t o r s  w r i t e  a  r u l e ,  t h e y  u s u a l l y  a s s u m e  t h a t  t h e  o b j e c t  i s  
e i t h e r  i n t e r n a l  o r  e x t e r n a l ,  a n d  t h i s  a s s u m p t i o n  a f f e c t s  h o w  t h e y  w r i t e  t h e  r u l e . Z o n e -
s p a n n i n g  o b j e c t s  b r e a k  t h i s  d i c h o t o m y —w i t h  d i s a s t r o u s  r e s u l t s . A n y  u s e  o f  z o n e -
s p a n n i n g  o b j e c t s  i n  t h e  r u l e  s e t  c o u n t e d  a s  a n  e r r o r . 
1 1 . “ A ny”  s e r v i c e  on i nb ou nd  r u l e s . A l l o w i n g  “ A n y ”  s e r v i c e  t o  e n t e r  t h e  n e t w o r k  i s  
a  g r o s s  m i s t a k e ,  s i n c e  “ A n y ”  i n c l u d e s  n u m e r o u s  h i g h -r i s k  s e r v i c e s ,  i n c l u d i n g  N e t B I O S  
a n d  R P C  s e r v i c e s . A l l o w i n g  s u c h  a c c e s s  w a s  c o u n t e d  a s  a n  e r r o r .  

1 2 . “ A ny”  d e s t i nat i on on ou t b ou nd  r u l e s . B e c a u s e  i n t e r n a l  u s e r s  t y p i c a l l y  h a v e  
u n r e s t r i c t e d  a c c e s s  t o  t h e  I n t e r n e t ,  o u t b o u n d  r u l e s  c o m m o n l y  a l l o w  a  d e s t i n a t i o n  o f  
“ A n y .”  U n f o r t u n a t e l y ,  f i r e w a l l s  c o m m o n l y  h a v e  m o r e  t h a n  t w o  n e t w o r k  i n t e r f a c e s . T h e  
t y p i c a l  u s a g e  o f  a  t h i r d  i n t e r f a c e  i s  t o  a t t a c h  a  D e M i l i t a r i z e d  Z o n e  ( D M Z ) :  a  s u b n e t  
d e d i c a t e d  t o  t h e  c o r p o r a t i o n ’ s  e x t e r n a l l y -v i s i b l e  s e r v e r s . I n  s u c h  c a s e s ,  f r e e  I n t e r n e t  
a c c e s s  a l s o  g i v e s  i n t e r n a l  u s e r s  f r e e  a c c e s s  t o  t h e  s e r v e r s  i n  t h e  D M Z   W o r s e ,  i t  o f t e n  
a l l o w s  t h e  D M Z  s e r v e r s  f r e e  a c c e s s  t o  t h e  i n t e r n a l  n e t w o r k ,  b e c a u s e  t h e  p r e d e f i n e d  
“ A n y ”  n e t w o r k  o b j e c t  i s  i n h e r e n t l y  z o n e -s p a n n i n g  ( S e e  t h e  D i r e c t i o n -b a s e d  F i l t e r i n g  
s e c t i o n ) .   T h e r e f o r e ,  a l l o w i n g  s u c h  a c c e s s  c o u n t e d  a s  a n  e r r o r .  

I t e m  1 2  i s  p r o b a b l y  t h e  m o s t  s u b j e c t i v e  e r r o r  c o u n t e d . I t  i s  p o s s i b l e  t o  s a f e l y  u s e  a  
d e s t i n a t i o n  o f  “ A n y ”  b y  c a r e f u l l y  a d d i n g  o t h e r  r u l e s  t h a t  r e s t r i c t  t h e  u n w a n t e d  a c c e s s . 
N e v e r t h e l e s s ,  f i n d i n g  “ d e s t i n a t i o n  =  A n y ”  o u t b o u n d  r u l e s  i n  a  f i r e w a l l  a u d i t  s h o u l d ,  a t  l e a s t ,  
r a i s e  a  w a r n i n g  f l a g . 
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• Figur e  1 D is t r ib ut io n  o f  c o n f igur a t io n  e r r o r s .  

F i g u r e  1  s h o w s  t h e  r a w  d i s t r i b u t i o n  o f  c o n f i g u r a t i o n  e r r o r s  r e p o r t e d  i n  [ W o o l 0 4 a ] ,  b a s e d  o n  
a  s u r v e y  o f  r e a l  c o r p o r a t e  f i r e w a l l  c o n f i g u r a t i o n s .  T h e  r e s u l t s  c a n  o n l y  b e  c h a r a c t e r i z e d  a s  
d i s m a l .  M o s t  o f  t h e  e r r o r s  a p p e a r e d  i n  m o s t  o f  t h e  f i r e w a l l s  s t u d i e d :  i n  f a c t ,  n i n e  o f  t h e  1 2  
e r r o r s  a p p e a r e d  i n  m o r e  t h a n  h a l f  t h e  f i r e w a l l s .   
E v e n  i f  w e  d i s c o u n t  t h e  t w o  m o s t  f r e q u e n t  e r r o r s  ( i t e m s  1 0  a n d  1 2 ) ,  w h i c h  m a y  b e  
s o m e w h a t  c o n t r o v e r s i a l ,  t h e  r e s u l t s  s h o w  t h a t  a l m o s t  8 0  p e r c e n t  o f  f i r e w a l l s  a l l o w  b o t h  t h e  
“ A n y ”  s e r v i c e  o n  i n b o u n d  r u l e s  ( i t e m  1 1 )  a n d  i n s e c u r e  a c c e s s  t o  t h e  f i r e w a l l s  ( i t e m  5 ) .  
T h e s e  a r e  g r o s s  m i s t a k e s  b y  a n y  a c c o u n t .  I n  f a c t ,  o n l y  o n e  o f  t h e  f i r e w a l l s  e x h i b i t e d  o n l y  a  
s i n g l e  m i s c o n f i g u r a t i o n .  A l l  t h e  o t h e r  f i r e w a l l s  c o u l d  h a v e  b e e n  e a s i l y  p e n e t r a t e d  b y  b o t h  
u n s o p h i s t i c a t e d  a t t a c k e r s  a n d  m i n d l e s s  a u t o m a t i c  w o r m s .   

 

C o m p lex ity m atter s:  S m all is b eautif ul 
T h e  s t u d y  i n  [ W o o l 0 4 a ]  e x a m i n e d  s e v e r a l  p o s s i b l e  f a c t o r s  t h a t  i n f l u e n c e  t h e  d i s t r i b u t i o n  o f  
c o n f i g u r a t i o n  e r r o r s .  T h e  s t u d y  f o u n d  t h a t  t h e  f i r e w a l l ’ s  o p e r a t i n g  s y s t e m  w a s  m o s t l y  
i r r e l e v a n t ,  a n d  t h a t  l a t e r  f i r e w a l l  s o f t w a r e  v e r s i o n s  h a d  s l i g h t l y  f e w e r  m i s t a k e s .  H o w e v e r ,  
t h e  m o s t  s i g n i f i c a n t  f a c t o r  w a s  s h o w n  t o  b e  t h e  f i r e w a l l  r u l e -s e t ’ s  c o m p l e x i t y ,  a s  q u a n t i f i e d  
b y  t h e  R C  m e a s u r e .  
F i g u r e  2  s h o w s  a  s c a t t e r  p l o t  o f  t h e  n u m b e r  o f  e r r o r s  v e r s u s  R C .  T h e  R C  m e a s u r e  
s h o w e d  a  w i d e  r a n g e  i n  c o m p l e x i t y  v a l u e s .  T h e  a v e r a g e  R C  w a s  1 , 1 2 1 ,  t h e  l o w e s t  v a l u e  
w a s  3 0 ,  a n d  t h e  h i g h e s t  w a s  a n  a s t o n i s h i n g  8 , 5 2 1 .  W h i l e  t h e  p l o t  i s  f a i r l y  s p a r s e ,  t h e  
e m p t y  l o w e r -r i g h t  q u a d r a n t  i n d i c a t e s  t h a t  t h e r e  a r e  n o  g o o d  h i g h -c o m p l e x i t y  r u l e  s e t s .  T h e  
o n l y  r e a s o n a b l y  w e l l -c o n f i g u r e d  f i r e w a l l s —t h r e e  e r r o r s  o r  l e s s —a r e  v e r y  s i m p l e ,  w i t h  R C  
v a l u e s  u n d e r  1 0 0 .  H o w e v e r ,  a  s m a l l  a n d  s i m p l e  r u l e  s e t  i s  n o  g u a r a n t e e  o f  a  g o o d  



configuration. The figure shows that a small rule set can be configured quite badly: there 
are two configurations with R C  v alues under 1 0 0  but with six  or more errors. 

 
• Figure 2. Number of errors as a function of rul e-set comp l ex ity . T h e R C  scal e is l ogarith mic. T h e 
mid d l e green l ine rep resents th e l east-sq uares fit,  and  th e red  and  bl ue l ines rep resent one stand ard  
d ev iation abov e and  bel ow  th e l east-sq uares fit l ine. 

 

I n fact,  the R C  measure yields a crude but fairly accurate p rediction of the number of 
configuration errors: A  linear regression shows that a rule set of comp lex ity R C   is 
p redicted to hav e about ln( R C )  +  1 .5  errors – this is the formula for the central green line in 
F igure 2  .  

The conclusion to draw here is obv ious: L imiting a firewall’ s rule-set comp lex ity as defined 
by R C  is safer. I nstead of connecting yet another subnet to the main firewall and adding 
more rules and more obj ects,  it’ s p referable to install a new,  dedicated firewall to p rotect 
only that new subnet. C omp lex  firewall rule sets are ap p arently too comp lex  for 
administrators to manage effectiv ely. 

 

6. Direction-b a s ed  f il tering   

Background 
B eyond the standard header fields,  most firewalls are also cap able of filtering based on a 
p ack et’ s direction: which network  interface card the p ack et is crossing,  and whether the 
p ack et is crossing the interface from the network  into the firewall or v ice v ersa. W e call 
these last cap abilities direction-b a s ed f il tering .  



Taking a packet’s direction into accou nt in f il tering ru l es is ex trem el y  u sef u l :  I t l ets th e 
f irew al l  adm inistrator protect against sou rce address spoof ing,  w rite ef f ectiv e egress 
f il tering ru l es,  and av oid u npl easant side ef f ects w h en ref erring to su b nets th at span th e 
f irew al l .   
U nf ortu natel y ,  th e f irew al l ’s def inition of  a packet’s direction is dif f erent f rom  w h at u sers 
norm al l y  assu m e.  I f  interf ace eth0 connects th e f irew al l  to th e internal  netw ork,  th en,  f rom  
a u ser’s perspectiv e,  “ inb ou nd on eth0”  is actu al l y  “ O u tb ou nd”  traf f ic.  Th is discrepancy  
m akes it v ery  conf u sing f or f irew al l  adm inistrators to u se th e packet direction correctl y ,  and 
creates a signif icant u sab il ity  prob l em .   

M ost f irew al l  v endors ( ex em pl if ied b y  C isco and L u cent)  seem  to b e u naw are of  th e 
u sab il ity  issu es rel ated to direction-b ased f il tering.  Th ese v endors sim pl y  ex pose th e raw  
and conf u sing direction-b ased f il tering f u nctional ity  to th e f irew al l  adm inistrators.  A  notab l e 
ex ception is C h eck P oint.  I n order to av oid th e u sab il ity  prob l em ,  C h eck P oint ch ooses to 
keep its m anagem ent interf ace sim pl e,  and h ide th e direction-b ased f il tering f u nctional ity  
in su ch  a w ay  th at m ost u sers are essential l y  u nab l e to u se it ( indeed,  m any  u sers do not 
ev en know  th at a C h eck P oint F ireW al l -1  can perf orm  direction-b ased f il tering) .   

A s w e saw  earl ier in th is ch apter,  m any  f irew al l s are enf orcing poorl y  w ritten ru l e-sets,  and 
in particu l ar,  direction-b ased f il tering is of ten m isconf igu red or entirel y  u nu sed.  W e su spect 
th at direction-b ased f il tering is u nder-u til iz ed in great part du e to th e u sab il ity  prob l em  
associated w ith  th e v endor’s conf igu ration tool s.   

Why Use Direction-B a sed  F il tering   

 
A n t i -S p o o f i n g   

I t is w el l  know n th at th e sou rce I P  address on an I P v 4  packet is not au th enticated.  
Th eref ore,  a packet’s sou rce address m ay  b e spoof ed ( f orged)  b y  attackers in an attem pt 
to circu m v ent th e f irew al l ’s secu rity  pol icy  ( cf .  [ Z C C 0 0 ] ) .  F or instance,  consider th e v ery  
com m on f irew al l  ru l e “ F rom  I P  addresses in M y N et,  to any w h ere,  any  serv ice is al l ow ed” .  
A ssu m ing th at M y N et is b eh ind th e f irew al l ,  th is ru l e is su pposed to al l ow  al l  O u tb ou nd 
traf f ic f rom  h osts in M y N et.  H ow ev er,  an attacker on th e I nternet m ay  spoof  a packet' s 
sou rce address to b e inside M y N et,  and set th e destination address to som e I P  address 
b eh ind th e f irew al l .  S u ch  a spoof ed packet w ou l d cl earl y  m atch  th e ab ov e ru l e,  and b e 
al l ow ed to enter.  O b v iou sl y ,  th e attacker w il l  not see any  retu rn traf f ic,  b u t dam age h as 
al ready  b een done:  th is is enou gh  to m ou nt a D oS  ( denial  of  serv ice)  attack against h osts 
b eh ind th e f irew al l ,  and is som etim es enou gh  to h ij ack a T C P  session [ B el 8 9 ] .   

Th e m ain def ense against su ch  spoof ing attacks,  at th e perim eter f irew al l ,  is b ased on 
direction-b ased f il tering.  L egitim ate packets w ith  sou rce I P  addresses th at b el ong to 
M y N et sh ou l d onl y  enter th e f irew al l  f rom  its internal  interf ace.  Th eref ore,  giv ing th e ru l e a 
direction w ou l d cau se spoof ed packets not to m atch ,  and to b e dropped b y  a su b seq u ent 
ru l e.   

 
E g r e s s  f i l t e r i n g   

Th e prim ary  goal  of  a f irew al l  is to protect th e netw ork b eh ind it.  H ow ev er,  it is al so 
im portant to f il ter egress traf f ic -- traf f ic th at ex its th e netw ork.  O th erw ise,  th e netw ork m ay  



become a launching point of attacks, and in particular, DoS attacks, against other 
organiz ations on the I nternet, or against other z ones in the internal netw ork.  During such 
attacks, the attacking host often sends spoofed packets, to conceal its true location.  Such 
an attack can come from a compromised host on the internal netw ork, or from any  other 
netw ork that is routing through the internal netw ork ( e. g. , a business partner) .  A w ell-
configured firew all can prev ent most DoS attacks originating behind it.  T his is called 
egress-filtering.   
Again, since the problem at hand is rooted in source address spoofing, the most effectiv e 
w ay  to combat it in I P v 4  is by  direction-based filtering.  T he solution outlined in the prev ious 
section essentially  w orks as an egress-filtering rule too:  if the only packets that are allow ed 
to enter the firew all v ia its internal interface ( on their w ay  O ut)  are those packets w ith 
source address in MyNet, then the firew all w ill drop all the spoofed DoS attack packets.  
T his forces the attacker to use legitimate source addresses, and makes the attack host 
easier to trace back.   

N ote that w hen w e talked about Anti-Spoofing, w e dealt w ith protecting the internal 
netw ork.  E gress filtering deals w ith protecting other netw orks from being attacked from the 
internal netw ork.  B ut since both problems are manifestations of source address spoofing, 
the solution is v ery  similar and utiliz es direction-based filtering.   

See [SAN 0 0 ,E dm0 2 ]  for recommendations on how  to w rite effectiv e egress filtering rules 
for v arious ty pes of firew alls.  T he same recommendations also appear in R F C  2 8 2 7  
[F S0 0 ] .  I nterestingly , the language in the R F C  speaks of ingress filtering, because it is 
w ritten for an audience of I nternet Serv ice P rov iders to w hom source-spoofed traffic is 
inbound.  T his is another illustration of the confusion surrounding packet directions ( more 
on this in the nex t sections) .   

Zone-s p a nni ng   

 
Figure 3: T he side effects of z one spanning definitions w hen the rule is " F rom MyNet to 
Any w here w ith Any  serv ice" , and MyNet includes both the I nside and the DM Z  subnets.  
Arrow  1  indicates the intended traffic, arrow s 2  and 4  indicate side-effects.  Arrow  3  could 
be either intended or a side-effect, how ev er current " best practices"  suggest not to allow  
unrestricted O utbound traffic from the DM Z .  
 
F irew all administrators often define obj ects that span more than one z one ( " side" )  of the 
firew all.  A ty pical case is to define the MyNet group so that it contains both the internal net 



and the DMZ (see F i g u r e 3 ) .  W hen the MyNet g r o u p  i s z o ne-sp anni ng ,  the r u l e “ f r o m  
My N et to  A ny w her e w i th A ny  S er v i c e”  has so m e u ni ntended si de-ef f ec ts,  b esi des the 
sp o o f i ng  v u l ner ab i l i ty  w e di sc u ssed b ef o r e.  S p ec i f i c al l y ,  the r u l e no w  al l o w s al l  tr af f i c  
b etw een the DMZ and the i nter nal  netw o r k ,  i n b o th di r ec ti o ns,  b ec au se b o th su b nets 
b el o ng  to  MyNet,  and b o th su b nets o b v i o u sl y  b el o ng  to  " A ny " .  T hi s def eats the w ho l e 
p u r p o se o f  hav i ng  a DMZ,  si nc e a c o m p r o m i sed m ac hi ne i n the DMZ has f u l l  ac c ess to  
the i nter nal  netw o r k .  A ddi ti o nal l y ,  the r u l e al so  al l o w s u nr estr i c ted O u tb o u nd tr af f i c  to  
o r i g i nate f r o m  the ser v er s i n the DMZ,  w hi c h i s no t c o nsi der ed p r u dent (c f .  [ W o o l 0 2 ] ) .   
T he b est w ay  to  av o i d su c h si de-ef f ec ts i s to  c o m p l etel y  er adi c ate z o ne-sp anni ng  
def i ni ti o ns,  at l east i n " p ass"  r u l es.  U nf o r tu natel y ,  z o ne-sp anni ng  def i ni ti o ns ar e o f ten 
c o nv eni ent and i ntu i ti v e,  so  av o i di ng  them  m ay  b e di f f i c u l t.  I n p ar ti c u l ar ,  the " A ny "  b u i l t-i n 
def i ni ti o n i s z o ne-sp anni ng .   

A  l ess dr ac o ni an m easu r e w o u l d b e to  set the di r ec ti o n o n the r u l e,  as w e su g g ested 
b ef o r e.  F o r  i nstanc e,  i f  the r u l e i s ap p l i ed o nl y  to  tr af f i c  l eav i ng  the f i r ew al l  v i a i ts ex ter nal  
i nter f ac e,  then tr af f i c  b etw een the DMZ and I nsi de z o nes w i l l  no t m atc h the r u l e and w i l l  b e 
dr o p p ed (assu m i ng  that the f i r ew al l  has no  o ther  m atc hi ng  r u l es that al l o w  the tr af f i c  and a 
def au l t DE N Y  p o l i c y  r ather  than def au l t A L L O W . )  

 
U s a b i l i t y  P r o b l e m s  w i t h  D i r e c t i o n -B a s e d  F i l t e r i n g   

A s w e saw ,  di r ec ti o n-b ased f i l ter i ng  i s a hi g hl y  u sef u l  tec hni q u e to  c o m b at v ar i o u s ty p es o f  
sp o o f i ng  attac k s.  U nf o r tu natel y ,  tho u g h,  c o nf i g u r i ng  f i r ew al l s to  ac tu al l y  u se di r ec ti o n-
b ased f i l ter i ng  seem s to  i nv o l v e a si g ni f i c ant u sab i l i ty  p r o b l em .  T hi s p r o b l em  i s c au sed b y  
the c l ash b etw een the u ser ' s g l o b al ,  netw o r k -c entr i c ,  stanc e,  and the f i r ew al l ' s l o c al ,  
dev i c e-c entr i c ,  stanc e.  T her e i s am p l e anec do tal  ev i denc e su p p o r ti ng  the ex i stenc e o f  thi s 
di f f i c u l ty  o n f i r ew al l  m ai l i ng  l i sts su c h as [ F W W 0 4 ] ,  and,  i ndi r ec tl y ,  i n the am o u nt o f  
do c u m entati o n dev o ted to  ex p l ai ni ng  the u se o f  di r ec ti o n-b ased f i l ter i ng .   
T o  a f i r ew al l  adm i ni str ato r ,  I P  addr esses ar e u su al l y  sp l i t i nto  tw o  di sj o i nt sets:  " I nsi de"  
i nv ar i ab l y  m eans " m y  p r o tec ted netw o r k "  and " O u tsi de"  i s the r est o f  the I nter net.  T r af f i c  
di r ec ti o ns su c h a " I nb o u nd"  dr aw  thei r  m eani ng  f r o m  thi s di c ho to m y .  W hen ther e ar e o ther  
netw o r k s i nv o l v ed,  su c h as DMZs,  the di sti nc ti o ns b l u r  so m ew hat,  si nc e the DMZ c an b e 
v i ew ed as p ar t o f  ei ther  the I nsi de o r  the O u tsi de.  S ti l l ,  an I nb o u nd f l o w  o f  tr af f i c  i s al w ay s 
u nder sto o d to  b e tr af f i c  f l o w i ng  f r o m  a l ess tr u sted I P  addr ess to  a m o r e tr u sted I P  
addr ess,  the l atter  b ei ng  w i thi n the o r g ani z ati o n' s p er i m eter .  
T o  the f i r ew al l ,  ho w ev er ,  " i nb o u nd o n i nter f ac e eth 0 "  m eans " c r o ssi ng  i nter f ac e eth 0  
f r o m  the adj ac ent netw o r k  i nto  the f i r ew al l " .  T hi s m ay  c o m p l etel y  c o ntr adi c t the u ser ' s 
no ti o n o f  " I nb o u nd" :  I f  eth 0  c o nnec ts the f i r ew al l  to  the i nter nal ,  p r o tec ted,  netw o r k ,  then 
" i nb o u nd o n eth 0 "  i s ac tu al l y  " O u tb o u nd"  tr af f i c  (see F i g u r e 4 ) .  F u r ther m o r e,  the same 
O u tb o u nd tr af f i c  i s b o th " i nb o u nd o n eth 0 "  and " o u tb o u nd o n eth 1 " ,  assu m i ng  that eth 1  
i s the ex ter nal  i nter f ac e.  T hi s di sc r ep anc y  m ak es i t v er y  c o nf u si ng  f o r  f i r ew al l  
adm i ni str ato r s to  u se the p ac k et di r ec ti o n c o r r ec tl y .   



 
Figure 4: A  t r a f f i c  f l o w  t h a t  i t  O u t b o u n d ,  a n d  i s  b o t h  i n b o u n d  o n  eth0 a n d  o u t b o u n d  o n  

eth1 . 
N o t e  t h a t  t h e  d i f f i c u l t y  i s  n o t  m e r e l y  s y n t a c t i c  o r  s p e c i f i c  t o  a  p a r t i c u l a r  f i r e w a l l  v e n d o r ' s  
c o n f i g u r a t i o n  l a n g u a g e . A  t y p i c a l  f i r e w a l l  i s  n o t  a w a r e  o f  t h e  l e v e l s  o f  t r u s t  g i v e n  t o  t h e  
n e t w o r k s  a t t a c h e d  t o  e a c h  o f  i t s  i n t e r f a c e s . A b s e n t  o f  s u c h  g l o b a l  k n o w l e d g e ,  t h e  only w a y  
t o  s p e c i f y  a  d i r e c t i o n  f o r  t r a f f i c  f l o w i n g  t h r o u g h  t h e  f i r e w a l l  i s  d e v i c e -c e n t r i c ,  p e r  i n t e r f a c e . 
T h i s  i m p l i e s  t h a t ,  u na v oi d a b ly,  t h e  d e f i n i t i o n s  i n  t h e  f i r e w a l l  c o n f i g u r a t i o n  l a n g u a g e  w i l l  
o f t e n  c l a s h  w i t h  t h e  u s e r s '  u n d e r s t a n d i n g .  

[ W o o l 0 4 b ]  i n c l u d e s  a  d e t a i l e d  c r i t i q u e  o f  s e v e r a l  v e n d o r ’ s  a p p r o a c h e s  t o  d i r e c t i o n -b a s e d  
f i l t e r i n g ,  a n d  s u g g e s t s  p o s s i b l e  i m p r o v e m e n t s . 

7. Advanced Firewall Management 

Higher-l ev el  c o n f igu ra t io n  
A s  w e  h a v e  s e e n  a l r e a d y ,  f i r e w a l l  c o n f i g u r a t i o n  i s  a  d i f f i c u l t  t a s k  f o r  h u m a n s  t o  d o  w e l l ,  a s  
e v i d e n c e d  b y  t h e  p o o r  s t a t e  o f  f i r e w a l l  c o n f i g u r a t i o n s  o b s e r v e d  i n  [ W o o l 0 4 a ] . A  s i g n i f i c a n t  
p a r t  o f  t h e  p r o b l e m  i s  t h a t  t h e  c o n f i g u r a t i o n  i s  d o n e  a t  a  v e r y  l o w  l e v e l  o f  a b s t r a c t i o n ,  
d e a l i n g  w i t h  I P  a d d r e s s e s  ( o r  g r o u p s )  a n d  s e r v i c e s ,  w i t h  n o  h i g h e r  l e v e l  o f  a b s t r a c t i o n  
a v a i l a b l e . S i n c e  t h e  s y n t a x  a n d  s e m a n t i c s  o f  t h e  r u l e s  a n d  t h e i r  o r d e r i n g  d e p e n d  o n  t h e  
f i r e w a l l  p r o d u c t / v e n d o r ,  t h i s  i s  a k i n  t o  t h e  d a r k  a g e s  o f  s o f t w a r e ,  w h e r e  p r o g r a m s  w e r e  
w r i t t e n  i n  a s s e m b l y  l a n g u a g e  a n d  t h u s  t h e  p r o g r a m m e r  h a d  t o  k n o w  a l l  t h e  i d i o s y n c r a s i e s  
o f  t h e  t a r g e t  p r o c e s s o r . 
T h e s e  p r o b l e m s  g e t  e v e n  w o r s e  f o r  m e d i u m - o r  l a r g e -s i z e d  c o m p a n i e s ,  w h i c h  u s e  m o r e  
t h a n  a  s i n g l e  f i r e w a l l ,  o r  u s e  r o u t e r s  f o r  i n t e r n a l  p a c k e t  f i l t e r i n g  t a s k s . T h e s e  f i l t e r i n g  
d e v i c e s  d i v i d e  t h e  c o m p a n y ' s  i n t r a n e t s  i n t o  m u l t i p l e  zones. I n  t h i s  c a s e ,  t h e  s e c u r i t y  p o l i c y  
i s  t y p i c a l l y  r e a l i z e d  b y  m u lt i p le  r u l e -b a s e s ,  l o c a t e d  o n  m u l t i p l e  f i r e w a l l s  t h a t  c o n n e c t  t h e  
d i f f e r e n t  z o n e s  t o  e a c h  o t h e r . T h u s ,  t h e  i n t e r p l a y  b e t w e e n  t h e s e  r u l e -b a s e s  m u s t  b e  
c a r e f u l l y  e x a m i n e d  s o  a s  n o t  t o  i n t r o d u c e  s e c u r i t y  h o l e s . I t  i s  e a s y  t o  s e e  h o w  r a p i d l y  t h e  
c o m p l e x i t y  o f  d e s i g n i n g  a n d  m a n a g i n g  t h e s e  r u l e s  g r o w s ,  a s  i n t r a n e t s  g e t  m o r e  c o m p l e x .  

T h e  F i r m a t o p r o t o t y p e  [ B M N W 0 4 ]  w a s  b u i l t  t o  a d d r e s s  t h e s e  d i f f i c u l t i e s . F i r m a t o i s  a  m u l t i -
v e n d o r  f i r e w a l l  r u l e  c o m p i l e r . I t s  i n p u t  c o m p r i s e s  o f  a  s e c u r i t y  p o l i c y ,  a n d  a  d e s c r i p t i o n  o f  
t h e  n e t w o r k  t o p o l o g y  o n  w h i c h  t h e  p o l i c y  i s  t o  b e  e n f o r c e d . T h i s  i n f o r m a t i o n  i s  w r i t t e n  i n  
F i r m a t o' s  m o d e l  d e s c r i p t i o n  l a n g u a g e  ( M D L ) . T h e  c o m p i l e r  p a r s e s  t h i s  i n p u t ,  t r a n s f o r m s  
t h e  d a t a  t h r o u g h  s e v e r a l  c o m p i l a t i o n  p h a s e s ,  a n d  p r o d u c e s  f i r e w a l l  r u l e s  i n  t h e  s u p p o r t e d  
v e n d o r ' s  c o n f i g u r a t i o n  l a n g u a g e s . F i r m a t o h a s  t h e  f o l l o w i n g  d i s t i n g u i s h i n g  p r o p e r t i e s :  

• S e p a r a t e  t h e  s e c u r i t y  p o l i c y  d e s i g n  f r o m  t h e  f i r e w a l l / r o u t e r  v e n d o r  s p e c i f i c s . T h i s  
a l l o w s  a  s e c u r i t y  a d m i n i s t r a t o r  t o  f o c u s  o n  d e s i g n i n g  a n  a p p r o p r i a t e  p o l i c y  w i t h o u t  
w o r r y i n g  a b o u t  f i r e w a l l  r u l e  c o m p l e x i t y ,  r u l e  o r d e r i n g ,  a n d  o t h e r  l o w -l e v e l  
c o n f i g u r a t i o n  i s s u e s . I t  a l s o  e n a b l e s  a  u n i f i e d  m a n a g e m e n t  o f  n e t w o r k  



components from different vendors and a much easier transition when a 
company  switches vendors.  

• S eparate the security  pol icy  desig n from the actual  network  topol og y .  T his 
enab l es the administrator to maintain a consistent pol icy  in the face of intranet 
topol og y  chang es.  F urthermore,  this modul ariz ation al so al l ows the administrator  
to reuse the same pol icy  at mul tipl e corporate sites with different network  detail s,  
or to al l ow smal l er companies to use defaul t/ ex empl ary  pol icies desig ned b y  
ex perts.  

• G enerate the firewal l  config uration fil es automatical l y  from the security  pol icy ,  
simul taneousl y ,  for mul tipl e g ateway s.  T his reduces the prob ab il ity  of security  
hol es introduced b y  hard-to-detect errors in firewal l -specific config uration fil es.  

• A utomatical l y  assig n directions to al l  the rul es,  throug h the use of a routing-a w a re  
al g orithm.  T his impl ies that anti-spoofing  is turned on al l  the time,  and req uires no 
user intervention.  T herefore,  the F irm a to approach side-steps the whol e usab il ity  
issue associated with direction-b ased fil tering ,  b y  l etting  the compil er compute the 
correct direction for each rul e.  

I n [ B M N W 0 4 ]  the authors describ e their model ing  framework  and al g orithms.  T hey  report 
that a prototy pe sy stem was b uil t,  and supported several  commercial l y  avail ab l e firewal l  
products.  T his prototy pe was used to control  an operational  firewal l  for several  months.   I t 
seems that the F irm a to approach is an important step toward streaml ining  the process of 
config uring  and manag ing  firewal l s,  especial l y  in compl ex ,  mul ti-firewal l  instal l ations.  

Firewall Analysis 
U nderstanding  the depl oy ed firewal l  pol icy  can b e a daunting  task .  A dministrators today  
have no easy  way  of answering  q uestions such as ` ` can I  tel net from here to there? ' ' ,  or 
` ` from which machines can our D M Z  b e reached,  and with which services? ' ' ,  or ` ` what wil l  
b e the effect of adding  this rul e to the firewal l ? ' ' .  T hese are b asic q uestions that 
administrators need to answer reg ul arl y  in order to perform their j ob s,  and sometimes 
more importantl y ,  in order to ex pl ain the pol icy  and its conseq uences to their 
manag ement.   T here are several  reasons why  this task  is difficul t,  incl uding :  

1 .  F irewal l  config uration l ang uag es tend to b e arcane,  very  l ow l evel ,  and hig hl y  
vendor specific.  

2 .  V endor-suppl ied G U I s req uire their users to cl ick  throug h several  windows in 
order to ful l y  understand even a sing l e rul e:  at a minimum,  the user needs to 
check  the I P  addresses of the source and destination fiel ds,  and the protocol s 
and ports underl y ing  the service fiel d.  

3 .  F irewal l  rul e-b ases are sensitive to rul e order.  S everal  rul es may  match a 
particul ar pack et,  and usual l y  the first matching  rul e is appl ied -- so chang ing  the 
rul e order,  or inserting  a correct rul e in the wrong  pl ace,  may  l ead to unex pected 
b ehavior and possib l e security  b reaches.  

4 .  A l ternating  P A S S  and D R O P  rul es create rul e-b ases that have compl ex  
interactions b etween different rul es.  W hat pol icy  such a rul e-b ase is enforcing  is 
hard for humans to comprehend when there are more than a handful  of rul es.  



5. P a c k e t s  m a y  h a v e  m u l t i p l e  p a t h s  f r o m  s o u r c e  t o  d e s t i n a t i o n ,  e a c h  p a t h  c r o s s i n g  
s e v e r a l  f i l t e r i n g  d e v i c e s . T o  a n s w e r  a  q u e r y  t h e  a d m i n i s t r a t o r  w o u l d  n e e d  t o  
c h e c k  t h e  r u l e s  o n  a l l  o f  t h e s e . 

T h e  F a n g  r e s e a r c h  p r o t o t y p e  [ M W Z 0 0 ]  w a s  d e s i g n e d  a n d  b u i l t  t o  a d d r e s s  t h e s e  
d i f f i c u l t i e s . T h i s  w o r k  w a s  s u b s e q u e n t l y  c o m m e r c i a l i z e d  i n t o  t h e  F i r e w a l l  A n a l y z e r  
[ W o o l 0 1 , A l g o 0 4 ] ,  w h i c h  c u r r e n t l y  s u p p o r t  s e v e r a l  o f  t h e  l e a d i n g  f i r e w a l l  v e n d o r s . T h e  
d e s i g n  g o a l s  f o r  t h e s e  s y s t e m s  w e r e  a s  f o l l o w s :  

1 . U s e  a n  a d e q u a t e  l e v e l  o f  a b s t r a c t i o n :  T h e  a d m i n i s t r a t o r  s h o u l d  b e  a b l e  t o  i n t e r a c t  
w i t h  t h e  t o o l  o n  t h e  l e v e l  a t  w h i c h  t h e  c o r p o r a t e  s e c u r i t y  p o l i c y  i s  d e f i n e d  o r  
e x p r e s s e d . I n  a  l a r g e  n e t w o r k ,  t h e  t o o l  s h o u l d  a l l o w  t h e  a d m i n i s t r a t o r  t o  q u i c k l y  
f o c u s  o n  i m p o r t a n t  s e c u r i t y  a s p e c t s  o f  t e s t i n g . 

2 . B e  c o m p r e h e n s i v e :  A  p a r t i a l  o r  s t a t i s t i c a l  a n a l y s i s  i s  n o t  g o o d  e n o u g h . A  f i r e w a l l  
w i t h  e v e n  a  s i n g l e  b a d l y -w r i t t e n  r u l e  i s  u s e l e s s  i f  a n  a t t a c k e r  d i s c o v e r s  t h e  
v u l n e r a b l e  c o m b i n a t i o n  o f  I P  a d d r e s s e s  a n d  p o r t  n u m b e r s .  

3 . D o  n o  h a r m :  P o l i c y  a n a l y s i s  s h o u l d  b e  p o s s i b l e  w i t h o u t  h a v i n g  t o  c h a n g e  o r  t i n k e r  
w i t h  a c t u a l  n e t w o r k  c o n f i g u r a t i o n s ,  w h i c h  i n  t u r n  m i g h t  m a k e  t h e  n e t w o r k  
v u l n e r a b l e  t o  a t t a c k s . 

4 . B e  p a s s i v e :  P o l i c y  a n a l y s i s  s h o u l d  n o t  i n v o l v e  s e n d i n g  p a c k e t s ,  a n d  s h o u l d  
c o m p l e m e n t  t h e  c a p a b i l i t i e s  o f  e x i s t i n g  n e t w o r k  s c a n n e r s . 

T h e  f i r s t  g e n e r a t i o n  F a n g  p r o t o t y p e  [ M W Z 0 0 ]  i n t e r a c t e d  w i t h  t h e  a d m i n i s t r a t o r  t h r o u g h  a  
q u e r y -a n d -a n s w e r  s e s s i o n ,  u s i n g  a  s i m p l e  G U I . T h i s  G U I  l e t  t h e  a d m i n i s t r a t o r  c o m p o s e  a  
q u e r y  t h r o u g h  a  c o l l e c t i o n  o f  m e n u s ,  a n d  d i s p l a y e d  t h e  r e s u l t s  o f  t h e  q u e r y . F a n g  
d e m o n s t r a t e d ,  f o r  t h e  f i r s t  t i m e ,  t h a t  s t a t i c  f i r e w a l l  p o l i c y  a n a l y s i s  w a s  p o s s i b l e ,  a n d  a n  
i m p o r t a n t  t a s k . H o w e v e r ,  t h e  m o s t  i m p o r t a n t  l e s s o n  l e a r n e d  f r o m  F a n g  w a s  t h a t  u s e r s  
o f t e n  do not know what to query.  
T h e r e f o r e ,  i n  s u b s e q u e n t  g e n e r a t i o n s  o f  t h e  t o o l ,  h u m a n  i n p u t  i s  l i m i t e d  t o  p r o v i d i n g  t h e  
f i r e w a l l  c o n f i g u r a t i o n ,  a n d  t h e  a n a l y s i s  i s  f u l l y  a u t o m a t e d  f r o m  t h a t  p o i n t  o n . I n s t e a d  o f  a  
m a n u a l l y -w r i t t e n  t o p o l o g y  f i l e ,  t h e  F i r e w a l l  A n a l y z e r  a c c e p t s  t h e  f i r e w a l l ' s  r o u t i n g  t a b l e . 
I n s t e a d  o f  t h e  p o i n t -a n d -c l i c k  i n t e r f a c e ,  a u t o m a t i c a l l y  i s s u e  a l l  t h e  ` ` i n t e r e s t i n g ' '  q u e r i e s . 
W o r k  o n  t h i s  t o p i c  i s  s t i l l  o n g o i n g ,  a n d  I m p r o v e m e n t s  a r e  a d d e d  a t  a  r a p i d  p a c e . T h e  
r e a d e r  i s  r e f e r r e d  t o  [ W o o l 0 1 , A l g o 0 4 ]  f o r  f u r t h e r  d e t a i l s . 

Glossary 

Action – T h e  d e c i s i o n  o f  a  f i r e w a l l  r u l e ,  s u c h  a s  P a s s ,  D r o p ,  R e j e c t ,  L o g  

B a s ic p a ck e t f il te r  – A  f i r e w a l l  o r  r o u t e r  t h a t  m a t c h e s  p a c k e t s  o n l y  a c c o r d i n g  t o  t h e i r  h e a d e r  
f i e l d s ,  w i t h o u t  k e e p i n g  a n y  s t a t e .  
D ir e ction-b a s e d  f il te r ing  – T h e  f i r e w a l l ’ s  a b i l i t y  t o  m a t c h  p a c k e t s  b a s e d  o n  t h e  n e t w o r k  
i n t e r f a c e  c a r d  t h e y  a r e  c r o s s i n g  a n d  t h e  d i r e c t i o n  ( i n t o  o r  o u t  o f  t h e  f i r e w a l l )  
D M Z  – D e -M i l i t a r i z e d  Z o n e  – A  s u b n e t  t h a t  i s  a c c e s s i b l e  f r o m  o u t s i d e  t h e  p e r i m e t e r  ( u s u a l l y  
c o n t a i n s  p u b l i c  s e r v e r s ) ,  a n d  i s  s e m i -t r u s t e d . 



Stateful firewall – A  f i r e w a l l  t h a t  m a t c h e s  p a c k e t s  b a s e d  o n  t h e i r  h e a d e r s  a n d  a l s o  o n  t h e  
s t a t e  ( o r  h i s t o r y ) ,  s u c h  a s  w h e t h e r  t h e  p a c k e t  b e l o n g s  t o  a n  o p e n  f l o w .  
F irs t-matc h  s eman tic s  – A m o n g  a l l  t h e  r u l e s  t h a t  m a t c h  a  g i v e n  p a c k e t ,  t a k e  t h e  a c t i o n  
s t a t e d  i n  t h e  f i r s t  r u l e .  
P ac k et matc h in g  – T h e  p r o c e s s  o f  c o m p a r i n g  p a c k e t s  t o  a l l  t h e  r u l e s  i n  t h e  r u l e -b a s e ,  a n d  
o p t i o n a l l y  t o  t h e  s t a t e ,  a n d  f i n d i n g  t h e  a c t i o n  t o  t a k e .  
P o lic y  – T h e  o r g a n i z a t i o n ’ s  c h o i c e s  o f  w h i c h  t y p e s  o f  p a c k e t s  a r e  a l l o w e d  t o  c r o s s  i n t o  o r  o u t  
o f  t h e  n e t w o r k .  E n c o d e d  a s  a  r u l e -b a s e .  
R ule-b as e – A n  o r d e r e d  l i s t  o f  r u l e s  t h a t  i n s t r u c t  t h e  f i r e w a l l  w h a t  t o  d o .  E a c h  r u l e  d e s c r i b e s  a  
s e t  o f  p a c k e t s ,  a n d  a n  a c t i o n  f o r  t h i s  s e t .  
Sp o o fin g  – F o r g i n g  t h e  s o u r c e  I P  a d d r e s s  o f  a  p a c k e t  i n  o r d e r  t o  b y p a s s  t h e  f i r e w a l l  r u l e s  o r  
t o  a v o i d  d e t e c t i o n .  
Z o n e – A  c o l l e c t i o n  o f  s u b n e t s ,  w h i c h  a r e  l o c a t e d  b e h i n d  o n e  o f  t h e  f i r e w a l l ’ s  n e t w o r k  i n t e r f a c e  
c a r d s .  
Z o n e Sp an n in g  – A  s u b n e t  d e f i n i t i o n  t h a t  c o n t a i n s  I P  a d d r e s s e s ,  w h i c h  a r e  l o c a t e d  i n  m o r e  
t h a n  o n e  z o n e .  C o n s i d e r e d  h a r m f u l .  
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